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ABSTRACT

The integration of quantum computing into governmental and
business processes has raised concerns about potential threats to
these systems. To address this, we introduce a novel extension
of the MITRE ATT&CK framework, QAT T&CK, which provides a
extended taxonomy for classifying adversarial behavior in quantum
cybersecurity. Our adapted framework bridges the definitions of
traditional cybersecurity with an focus on quantum computing
infrastructure, enabling a more comprehensive understanding of
adversarial behavior in this domain.

KEYWORDS

QATT&CK, MITRE, ATT&CK, quantum computing, cybersecurity,
taxonomy

1 INTRODUCTION

First conceptualized in the late 1980s by Deutsch, quantum com-
puting promises to revolutionize traditional computing processes
for advanced fields such as materials sciences, pharmaceuticals
development, machine learning, and cryptography [1, 5, 9]. Having
captured the attention and focus of researchers, corporations, and
nation-states alike its only natural to assert that these quantum
computers will become targets of adversarial behavior as well.

A significant amount of literature has already attempted to under-
stand, how quantum computers may be used to break our traditional
computing infrastructures, Shor’s efficient prime factorization algo-
rithm which served as a catalyst to prove the potential of quantum
computing was based on this very notion [5, 9]. However, as or-
ganizations begin to hybridize their classical infrastructure with
quantum processes we must also consider the protection of these
quantum computational assets themselves, and development of new
kinds of threats targeting quantum infrastructure.

In light of this, it becomes essential to effectively classify ad-
versarial behaviors in order to empower organizations to identify
and respond to threats relating to the quantum paradigm. The
MITRE ATT&CK framework is well-established in the traditional
cybersecurity landscape and is essential for security profession-
als and researchers looking to provide guidance to corporations
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and governments. [6, 10] Therefore we propose to extend MITRE’s
ATT&CK, in order to capture the significant changes affected by
the quantum-classical hybridization. We introduce this novel ex-
tension as QATT&CK, or Quantum Adversial Techniques, Tactics,
and Common Knowledge.

2 BACKGROUND AND RELATED WORK

2.1 The MITRE ATT&CK Framework

The MITRE ATT&CK framework is a cornerstone of enterprise
cybersecurity awareness, providing a comprehensive foundation
for understanding the Tactics and Techniques used by adversaries
in real-world attacks. This globally-accessible knowledge base is
built on observations from actual cyber-attacks, offering a unique
perspective on the evolving threat landscape [7].

By organizing these Tactics and Techniques into a structured tax-
onomy, the ATT&CK framework enables cybersecurity researchers
and professionals to classify offensive and defensive strategies with
ease. This framework serves as a valuable resource for threat in-
telligence, empowering security experts to assess potential threats
and stay one step ahead of attackers [6].

In essence, the MITRE ATT&CK framework is an essential tool
for anyone working in cybersecurity, providing a common lan-
guage and framework for understanding and addressing the ever-
changing nature of cyber threats [6, 10].

2.2 An Overview of Quantum Architectures

Quantum computing relies on the principles of quantum mechan-
ics to perform computations using qubits instead of classical bits.
Qubits can exist in a superposition of states, which if used cor-
rectly with particular quantum algorithms allows for an exponential
speedup in solving certain types of problems. Several architectures
have been proposed for building large-scale quantum computers,
each with its unique advantages and challenges. However each of
them follows a relatively consistent pattern we refer the reader to
Figure 2). Specific implementations of quantum computing archi-
tectures include: superconducting, ion trap, photonic, neutral atom,
and quantum annealing based architectures [3].

2.3 Sample Attack Landscape

The introduction of quantum technology into hybridized infrastruc-
ture has enabled a set of unique new forms of attacks, for example
the measurement attack. In this kind of attack, an attacker executes
a quantum circuit that immediately measures the results of the
previous circuit. Generally speaking this relies on an insecure reset
operation being utilized on a quantum system [4]. However, if this
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Figure 1: A quantum circuit that looks as though it is performing some
computation but actually does nothing and then measures the states with
which the circuit began running, circuits like these can be used in measure-
ment attacks to evade detection.
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is the case the an attacker can perform the attack by injecting mali-
cious code into the job queue or manipulating the classical frontend
interface to execute a specific sequence of circuits [4].

Typically this attack is perpetrated in the following steps:

e Previous circuit execution: A legitimate user submits a job
to the quantum computer, which performs a computation
and returns a measurement result.

e Attacker’s circuit injection: The attacker injects a malicious
circuit into the job queue or manipulates the classical fron-
tend interface to execute a specific sequence of circuits.

o Immediate measurement: The attacker’s circuit immediately
measures the results of the previous circuit, potentially com-
promising sensitive information such as cryptographic keys.

These attacks may even be disguised [11] as circuits that don’t
actually do anything. For example refer to Figure 1, a quantum
circuit that looks as though it is performing some computation but
actually does nothing. After performing no actual computation,
measurement would reproduce results that duplicate the results of
the previously executed circuit before decoherence occurs.

Other common kinds of attacks may include those such as trojans
[2], shuttle-exploiting attacks [8], malware [12], and sidechannel
attacks [13].
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Figure 2: A generalized model of quantum computing architectures that
captures that classical and quantum components.

Table 1: Quantum Techniques for Adversarial Tactics

Tactic Quantum Technique

T1599 Gather Victim Host Information (Quantum Topology and Error
Fingerprinting)

T2003 Attack Quantum Side Channels (Quantum Side Channel Monitor-
ing)

Resource Development | T1504 Compromise Infrastructure (Compromise and Leverage Quantum
Machines)

Tnitial Access T1659 Content Injection (Measurement Manipulation)

Execution T1651 Cloud Administration Command (Dashboard Based Quantum Job
Queuing)

T1059 Command and Scripting Interpreter (Script Based Job Submission
and Execution)

T1554 Compromise Host Software Binary (Transpiler Augmentation,
Queuing and Job Manager Augmentation)

T2002 Post Circuit Measurement (Replicate Job Results)

Reconnaissance

Persistence

Privilege Escalation No additions
Defense Evasion T2001 Alter Quantum Calibration Processes (Alter Quantum Calibration
Processes)

T1042 Process Injection (Altered Quantum Circuit Submission)
T2002 Post Circuit Measurement (Replicate Job Results)
T1557 Adversary-in-the-Middle (Quantum Job Sniffing)

Credential Access

Discovery No additions
Lateral Movement No additions
Collection T2002 Post Circuit Measurement (Replicate Job Results)

T1554 Compromise Host Software Binary (Queuing and Job Manager
Augmentation)

T1557 Adversary-in-the-Middle (Quantum Job Sniffing)

T1659 Content Injection (Measurement Manipulation)

T1071 Application Layer Protocol (Commands through Quantum Circu-
ity Job Queue)

T1567 Exfiltration Over Web Service (Exfiltration through Quantum Cir-
cuit Job Queue)

Tmpact T1554 Compromise Host Software Binary (Queuing and Job Manager
Augmentation)

T2003 Attack Quantum Side Channels (Quantum Side Channel Impact)
T1565 Data Manipulation (M ipulation)

T1486 Data Encrypted for Impact (Measurement Encryption)
Intentional Qubit Degradation (Adversarial Job Submission)

Command & Control

Exfiltration

3 METHODOLOGY/DESIGN

This section delves into the extensions and contributions that
QATT&CK brings to the ATT&CK framework. QATT&CK is or-
ganized into several subsections, each focusing on a specific tactic
in the MITRE ATT&CK framework: Reconnaissance, Resource De-
velopment, Initial Access, Execution, Persistence, Defense Evasion,
Credential Access, Command & Control, Exfiltration, and Impact.

A concise overview of the extended techniques can be found in
Table 1, which demonstrates a relationship with existing ATT&CK
Tactics. Notably, sub-techniques have been expanded from existing
techniques where relevant, while a few independent techniques
have also been introduced. Our Technique contributions are clearly
denoted by numbering T2001 and above.

The rationale behind this methodology is based on the under-
standing that quantum computers will bring new challenges to
cybersecurity. For instance, quantum computers can process cer-
tain forms of information more efficiently, making it easier for
an attacker to gather large amounts of data or perform complex
calculations. Additionally, quantum computers have unique side
channels and qubit decoherence properties that can be exploited
by attackers.

Overall, QATT&CK covers the quantum-enhanced ATT&CK
tactics such as:

e Quantum Reconnaissance: Gathering information about a
victim’s quantum machine, including its topology, error rate,
and supported basis gates.

e Quantum Resource Development: Compromising third-party
quantum machines to leverage their computational abilities
for an attacker’s goals.

e Quantum Initial Access: Injecting malicious code or com-
mands into a quantum system through measurement manip-
ulation or quantum circuit job queues.



Quantum Execution: Running malicious jobs on a quantum
computer using dashboard-based quantum job queuing or
script-based job submission and execution.

e Quantum Persistence: Maintaining access to a quantum sys-
tem by altering transpiler code, job queuing software, or
calibration processes.

e Quantum Defense Evasion: Avoiding detection by security
controls through altered quantum calibration processes or
injected quantum circuits.

e Quantum Credential Access: Obtaining sensitive informa-
tion, such as passwords or encryption keys, through repli-
cated job results, captured data being sent between the quan-
tum computer and a remote job submission, or sniffed quan-
tum jobs.

e Quantum Command & Control: Remotely controlling or
commanding a system or network using measurement ma-
nipulation or quantum circuit job queues.

e Quantum Exfiltration: Transferring sensitive information
from a system or network through quantum circuit job
queues.

e Quantum Impact: Causing significant damage or disruption
to a system or network by altering quantum calibration pro-
cesses, attacking quantum side channels, manipulating data,
encrypting measurements for ransom, or degrading qubit
quality.

This methodology is designed to provide a comprehensive un-
derstanding of the potential quantum threats and tactics related
to cybersecurity. It serves as a foundation for organizations and
individuals to begin preparing for the future security challenges
posed by this emerging technology.

4 FUTURE WORK

As quantum computing infrastructure continues to evolve, it is
crucial that we continue to adapt and refine our frameworks for
classifying adversarial behavior. Potential future work may consist
of:

e Incorporating more relevant research: We plan to expand
the scope of our framework to include additional tactics and
techniques relevant to quantum computing.

o Refining Techniques: We aim to refine our Techniques and
Sub-techniques so as to effectively capture changes in ad-
versarial behavior as the quantum cybersecurity landscape
changes with time.

e Documenting mitigations: We will work on cataloging effec-
tive countermeasures to mitigate threats related to quantum
computing, including transpiler and compiler augmentation,
quantum side channel attacks, and other Techniques.

By continuing to advance our understanding of adversarial be-
havior in the quantum paradigm, we can better equip organizations
and governments with the tools they need to protect against future
threats.

5 CONCLUSION

In this paper, we have introduced QATT&CK, a novel extension of
the MITRE ATT&CK framework, for classifying adversarial behav-
ior targeting quantum systems. Our adapted framework bridges the

rigorous definitions of traditional cybersecurity with an adapted
focus on quantum computing infrastructure, enabling a more com-
prehensive understanding of adversarial behavior in this domain.

The significance of our work lies in its ability to provide valu-
able insight to organizations and governments seeking to identify
and respond to future threats related to quantum computing. By
extending the existing definitions of Tactics and introducing new
Techniques pertinent to quantum computers, we have demonstrated
the effectiveness of our extended framework in understanding and
classifying current and ongoing cybersecurity research in the field
of quantum computing.
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